@
United States f‘}\
Spain -~
Canada

Hong Kong

Russia

France e
Mil/Gov

Netherlands

Italy 0)

EreadnsiE
S Qw198 QuD

Timestamp
Organization
2014-06-25 14:11:43.16  Embarq Corporation
2014-06-25 14:11:44.01  Lafrance Internet Services
2014-06-25 14:11:44.89  Unitedlayer

Location

Lady Lake, United States
Rancho Cordova, United
Livermore, United States

ATTACKS ©

HATASE

Cybersecurity Report 2020 HOLDINGS

ATTACK TARGETS ©
y—ep—] #  Country
1802 = United States
104 * Hong Kong
s .. 63 = Thailand
I - i
/wmza/ //:/;/V‘// L - z::i::a
( (oK 7% United Kingdom
,\f( 39 T France
: 39 ™ Australia
33 3F Norway

32 * Lliechtenstein

N
] -
\ el
/ ATTACK TYPES ©
S -
Type Y | # @ Seice Port
P Location Service Port Tore | 363 @ telnet 3
71.51.87.47 San Rafael, United States sco-inetmgr 615 3 o | 167 ssh 2
74.82.47.37 San Leandro, United States qotd 7 1 13 ® unknown 29991
209.237.228.186  Hays, United States NetController, ntp 13 / ' =
136 ® microsoft-ds a5
| 107 @ domain 53
[ 9% @ https 43
| 91 ® CrazzyNet 17500
Ry o | = S
- ey s = G s B b ERER. |90 ® nethios-dgm 138

It's a world-scale issue that protecting privacy and information leak by securities products,services, architecture.
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The biggest data breaches of all time, ranked — Quartz L) HOLDINGS
Accounts Date of
YaHoO! ) = % PamMbaep/
<4 Yahoo 3 billion Aug. 2013
Marrlott‘ Marriott 500 million 2014-2018
‘ Yahoo 500 million Late 2014
‘u - - 4 Adult FriendFinder 412 million Oct. 2016 ’A
ultFriendFinder e INOQL @
.e® Under Armor 150 million Feb. 2018 »
asaa mys pqce Equifax 145.5 million July 2017
EBay 145 million May 2014 @ MyHeritage Q NA
Target 110 million Nov. 2013
UNDER ARMOUR g;;;l:: e 100+ ouillion May 2005 S ON Y
E U ’ F Ax LinkedIn 100 million June 2012
q Rambler.ru 98 million Feb. 2012 J PMOI"ganChase “-’
TJX 94 million 2003-2004
% y ’ AOL 92 million 2004
MyHeritage 92 million Oct. 2017 t umbl r
Sony PlayStation Network 77 million April 2011 u b
TARGET. JP Morgan Chase 83 million July 2014 e r
H e a rt I an d Tumblr 65 million Feb. 2013
Payment Systems Uber 57 million Late 2016
° Home Depot 53 million April 2014
LI n ked m " Facebook 50 million July 2017

facebook

Ref. The biggest data breaches of all time, ranked — Quartz
https://gz.com/1480809/the-biggest-data-breaches-of-all-time-ranked/



https://qz.com/1480809/the-biggest-data-breaches-of-all-time-ranked/
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Paul Scherrer Institut: Consequences of accidents in the energy sector L") HoLpinGs

PAUL SCHERRER INSTITUT

(= Energy Infrastructure Accidents - Technologic

T =

Coal mine accident (China)

N I’*‘!‘:

Explosion at Buncefield
‘ » oil distribution depot (UK)
<

SNy S

Ref. Paul Scherrer Institut: Consequences of accidents in the energy sector
https://www.oecd-nea.org/ndd/workshops/cost-electricity/presentations/docs/6b-hirschberg.pdf



https://www.oecd-nea.org/ndd/workshops/cost-electricity/presentations/docs/6b-hirschberg.pdf
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https://www.ipa.go.jp/security/vuln/10threats2019.html
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3 BERY N DEEN, MNHIMEEIC
(2018%1H)

4: 751 hOMBEZABRICRETZEELT. FBEEOXIWEERT D "HENEE (7

—ETiE. FIREOT/I\A AZRBBENYI =V JICFIB

Ah—=23Y) | OFOZE > LFERX—IHHEIS (20185108)

5: 17S5—N BRIODFZHIYMNIEHEEINET, 1 EWSHERTAMazonDBY A MAFET
%, Applez e 714y I 7 X—)LHHEIS (20185%68)
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F. (68) . 29008 A5 DEAE#RA L (9A~10A)

7= —~"DHAN—KEIERE, /XY IVPAIRTRY MEZ LR REZREENEHK
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JVIEERE N &E L ZF3MB000FHDHEFIC(20175F128)

9: VA I—BT7 NV M e—FHER NRBBFHERRICLEZ A5, —BABEDOTHO Y

ROVS ERBMIC T A+ QTS Al REED (201847H)

10: THBE : ATEHZHLILEEIN EVWSTALRILTTa v I I A hABFET S, €YV Net?
Y =MD T4y I I X—)LHHEIS (2018%E318)
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Global Cyber Security Market was around US$ 92.7 Bn in 2017 and is
expected to grow at a CAGR of around 10.81% in the forecast period of

2018-2026.

Cyber Security Market, by Organization Size (2017-
2026)

2020 2021 2022 2023 2024 2025

Large Enterprise SMEs

Ref. Weeklyspy October 5, 2019 | Global Cyber Security Market Industry Analysis and Forecast (2017-2026)
https://weeklyspy.com/2019/10/05/global-cyber-security-market-industry-analysis-and-forecast-2017-2026/



https://weeklyspy.com/2019/10/05/global-cyber-security-market-industry-analysis-and-forecast-2017-2026/

20184 (21,5308 R IL=oT=D AY. 2021F(Z1%2,000{EF L EFBT REL L HrHer

E1 RO\ —tF 1T —mHiEFE
(108K JL)
250 231.94

200

150

100

50

2017 2018 2019 2020 2021 2022

HP:  Statistak b ¥ x b OERR

HAJETRO AT B4 A/ A—tF 11 T4
https://www.jetro.qgo.jp/biz/areareports/2018/1fb2ecd606c590e5.html



https://www.jetro.go.jp/biz/areareports/2018/1fb2ecd606c590e5.html

World Economic Forum - The Global Risk Report 2019 14th Edition
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Percentage of respondents expecting risks to increase in 2019

Economic confrontations/frictions between major powers
Erosion of multilateral trading rules and agreements

Political confrontations/frictions between major powers

8 | |
J .:w

| Cyber-attacks: Theft of data/money

| Cyber-attacks: disruption of operations and infrastructure

Loss of confidence in collective security alliances

Populist and nativist agendas

Erosion of global policy coordination on climate change

>
. ")

Media echo chambers and “fake news” - - 3.
Domestic political polarization - =

Personal identity theft .

Inequality (within countries) f—r———————

Loss of privacy (to companies) .
Regional conflicts drawing in major power(s) g
Destruction of natural ecosystems I ———————————
Protectionism against foreign workers _ v

Ref. World Economic Forum - The Global Risk Report 14th Edition
http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf



http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf
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NIST National Institute of Standards and Technolog HOLDINGS

Careers | Shop | Contact

National Institute of
Standards and Technology Q
U.S. Department of Commerce

Topics ©+  Publications  Labs & Major Programs -  Services & Resources +  News & Events ©  About NIST -

0 s

MEASURE. INNOVATE. LEAD.

Working with industry and science to advance innovation and improve quality of life.

Ref. NIST National Institute of Standards and Technolog
https://www.nist.gov



https://www.nist.gov
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Summary of NTT-CERT Activities

NTT-CERT was established in 2004 as the NTT Group’s CSIRT.
It promptly gathers security information for planning preventive measures and to minimize the impact of incidents

throughout the entire NTT Group.
Open source security information,

Q.@f //& intelligence gathering,
SNS rumor investigations.

FIRST, NCA, and
Other External Institutions

» (@] Collection and m<O
= 3. Sharing of Vulnerabilities Attack Detection FD!espons? v;/hen d 3 a
i and Other Information i amage IS Incurre o0
T3 Qa
33 o5
< CSIRT Responsibilities 35
. . Early Detection of Vulnerabilities Specialized response support and < o
/S\(e:gsrr;]tzl aOti%?‘rz;tr:%n: S R and Attacks Along with the Collection prompt communication of information to (7)) '2
PP p and Analysis of Related Information the right people in the right places _g i
nwnz ©
'ICJ g j ; +Information for Verifying . . «Incident Response and =}
B34S -Security SE Vulnerabilities -Incident Reporting Stosen = X
Y a i : *Informati Undisclosed d : -
3 om Security Educationt | lPcrabiities PSCIENICE PRI | -Case Study Sharing
oiaid ini Information Sharing .
= _g ® Training (etc.) Analysis / Investigation Open Consultation Response and Support
.
w

Support for the NTT Group at Each Phase

Risk Management .
Prevention and Minimization of Damages ~ Companies in the NTT Group

Ref. NTT-CERT 2018 Annual Cybersecurity Report
https://www.ntt.co.jp/sc/media/NTTannual2018 e _web_lock.pdf
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BfV)a—2avX £ ERN
https://www.nssol.nipponsteel.com/corporate/pdf/nssol_cp2019_jp.pdf

20124108318 TILFTSYNIA—LTDRAI—,TNA R T T)EFEEZMET HBTMLS TS5 vk T4— L Fifive® Z#B T
https://www.nssol.nipponsteel.com/value/pdf/nssol-va-srd-ppt-015-01.pdf

202018178 RETAIMTDAE—)LAS—M & EAM?DaaS for Windows Virtual Desktop 1 & 12 it Bta
https://www.nssol.nipponsteel.com/press/2020/20200117_110000.html

2020€E1H108 TAIRFE tlIcmIT. =2BUFJEFEIRITH N DataRobot | D £ E X MEISEMZ MR
https://www.nssol.nipponsteel.com/press/2020/20200110_110000.html

20195128 T—ERBRREXZHERMI Kl

https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-184-01.pdf

2019%12FH DXTHEELIMESHIWHREE

https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-183-01.pdf

2019511 A AR OT—42ERAXDataOps] T
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-174-01.pdf

2019118 RBEUTZ#THITHAU10DA
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-173-01.pdf

20191 A <HAHXBES>EXEEGONSTALIFTLGEEENH
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-160-01.pdf



https://www.nssol.nipponsteel.com/corporate/pdf/nssol_cp2019_jp.pdf
https://www.nssol.nipponsteel.com/value/pdf/nssol-va-srd-ppt-015-01.pdf
https://www.nssol.nipponsteel.com/press/2020/20200117_110000.html
https://www.nssol.nipponsteel.com/press/2020/20200110_110000.html
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-184-01.pdf
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-183-01.pdf
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-174-01.pdf
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-173-01.pdf
https://www.nssol.nipponsteel.com/casestudy/pdf/nssol-ss-prir-cas-160-01.pdf
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Cybersecurity

Startup Output Number of Exits and XX startup Genome Key Startups and Exits
Global Share of Exits

Global Share of Startups 0.9% 250 = Sygnia (Tel Aviv) was acquired by Temasek for $250 million in 2018
Global Avetagi: 52% 2.0% +  Demisto (Silicon Valley) acquired by Palo Alto Networks for $560
Startup Growth 2.6% 1.5% million in 2019

1.0%

0.5%

Exits
201213 2013-14 201415 2015-16 201617 20171! ECOSyStemS to \JvatCh

Exit Value Growth ©4.7%
(2018) Global Average: 90.6% B Number of Exits Il Global Share of Exits

Europe & Middle East

Series B+ Funding Value ($M)  \{strtup Genomo

Funding and Global Share of Funding pratih Ametica Estonia
Austin Frankfurt
. . $4000 4.0% London
Total Funding Value Growth £7.0% Boston g
(2013-14 to 2017-18) Global Growth: 101% $3000 3.0% New York City Fi
> Silicon Valley
Median Seed Deal Value 750 k $2000 2.0% Washington, D.C.
(2018) Global Median: $500 k
$1000 1.0%
Median Series A Deal Value &5 million
s s 0 -
(2018) Global Median: $3.4 million 7201213 201314 201415 201516 201617 2017-18
I Total Value of Deals Il Global Share of Deal Value
)o("-,t:.rru;-» Genome Copyright © 2019 Startup Genome LLC. All Rights Reserved Learn more and get connected at startupgenome.com]

Ref. Startup Genome | 9th May 2019 Global Startup Ecosystem Report 2019
https://startupgenome.com/reports/global-startup-ecosystem-report-2019
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Reference1 L™, HOoLDINGS

World Economic Forum - The Global Risk Report 14th Edition
http://www3.weforum.org/docs/WEF_Global_Risks Report 2019.pdf

NIST National Institute of Standards and Technolog
https://www.nist.gov

Symantec ISTR Internet Security Threat Report Volume 24 | Feb 2019
https://img03.en25.com/Web/Symantec/%7B984e78e2-c9e5-43b8-abee-417a08608b60%7D ISTR 24 2019 April_en.pdf?elgTrackld=3b60a2f23b38434c9c
a9afa7ce30e0a8&elgaid=6820&elqat=2

FireEye M-trend 2019
https://content.fireeye.com/m-trends-jp

Life After Google: The Fall of Big Data and the Rise of the Blockchain Economy
https://www.amazon.co.jp/Life-After-Google-Blockchain-Economy/dp/BO7FD1YLVS

Paul Scherrer Institut: Consequences of accidents in the energy sector
https://www.oecd-nea.org/ndd/workshops/cost-electricity/presentations/docs/6b-hirschberg.pdf

IPA Bt ¥ 1) T4H22019
https://drive.google.com/file/d/1zZWE3-llgCOwSTq ZGCUho1dn6il9NVdW/view?usp=sharing

300+ Terrifying Cybercrime & Cybersecurity Statistics [2019 EDITION]
https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/

Mary Meeker - Internet Trends 2019
https://www.bondcap.com/report/itr19/

Startup Genome Global Sratup Ecosystem Report 2019
https://startupgenome.com/reports/global-startup-ecosystem-report-2019

NTT-CERT 2018 Annual Cybersecurity Report
https://www.ntt.co.jp/sc/media/NTTannual2018_e_web_lock.pdf



http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf
https://www.nist.gov
https://img03.en25.com/Web/Symantec/%7B984e78e2-c9e5-43b8-a6ee-417a08608b60%7D_ISTR_24_2019_April_en.pdf?elqTrackId=3b60a2f23b38434c9ca9afa7ce30e0a8&elqaid=6820&elqat=2
https://img03.en25.com/Web/Symantec/%7B984e78e2-c9e5-43b8-a6ee-417a08608b60%7D_ISTR_24_2019_April_en.pdf?elqTrackId=3b60a2f23b38434c9ca9afa7ce30e0a8&elqaid=6820&elqat=2
https://content.fireeye.com/m-trends-jp
https://www.amazon.co.jp/Life-After-Google-Blockchain-Economy/dp/B07FD1YLVS
https://www.oecd-nea.org/ndd/workshops/cost-electricity/presentations/docs/6b-hirschberg.pdf
https://drive.google.com/file/d/1zWE3-IlqC0wSTq_ZGCUho1dn6iI9NVdW/view?usp=sharing
https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
https://www.bondcap.com/report/itr19/
https://startupgenome.com/reports/global-startup-ecosystem-report-2019
https://www.ntt.co.jp/sc/media/NTTannual2018_e_web_lock.pdf
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NISC NEHY A/ \—tFxa) T2 —
https://www.nisc.qo.jp

IPA T ITBUE N (B ERALIBHEEE HEAE
https://www.ipa.go.jp

EEHEYAN\—tEX 21 )T A BRIRGS
https://cyber-risk.or.jp

TERB0E5H31H X1 )TAAMDBERICETAEEBEET—F I T IL—FREE ~BRIRDAVCNBOER - EFICAITT~
https://www.nisc.go.jp/conference/cs/pdf/jinzai-sesaku2018set.pdf

ITR Market View: YA /3\—-tF 11Tt &= 1152019
https://www.itr.co.jp/report/marketview/M19000100.html

EL X AT 20191y T—OtFaTAE SR AAERE (FTi5HR)
https://www.fcr.co.jp/report/192g10a.htm

AON 2019 Cyber Security Risk Report
https://www.aon.com/getmedia/4c27b255-c1d0-412f-b861-34c5cc14e604/Aon_2019-Cyber-Security-Risk-Report.aspx



https://www.nisc.go.jp
https://www.ipa.go.jp
https://cyber-risk.or.jp
https://www.nisc.go.jp/conference/cs/pdf/jinzai-sesaku2018set.pdf
https://www.itr.co.jp/report/marketview/M19000100.html
https://www.fcr.co.jp/report/192q10a.htm
https://www.aon.com/getmedia/4c27b255-c1d0-412f-b861-34c5cc14e604/Aon_2019-Cyber-Security-Risk-Report.aspx

Optimize the universe and the earth by insane ideas and methods.

HATASE
HOLDINGS

HATASE HOLDINGS Co., Ltd.
Owner & CEO Kyosuke Hatase
Business: research, development, advisory and investment for high-tech companies in Israel, Silicon Valley, New York, Hong Kong, Japan.
Establish: 22 Jan 2015 Capital: 50,000,000 JPY HQ: 7-13-6 Ginza Tokyo Japan
https://hataseholdings.jp +81 80 8098 2599 kh@hataseholdings.jp


http://hataseholdings.co.jp/
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